LaBUAN QFFEHDRE FIMANDC AL
SERVICES ALTHORITY, aLa¥sia

GUIDCLINES ON ANTI-MONLCY LAUNDERING MEASURES
FOR OFFSHORE INSURANCE AND INSURANCE-RELATED COMPANIES

Intreduction
1. Maoney laundenng refers to azny lechnigues, procedures or processes

undertaken to legitimise funds derived from ilegal or créiminal activitiez and to conceai
1h1=: c:urlgms of proceed of c:rlmmar actmt‘l,r Flnanc:ml Inﬁ’rltuﬂms Jr||_:|'u_|:;||r1g iNsLrance

mmpamcs zre major targets of money. Iﬁundnnng GpEFEItIGr'IE E:rer:s use of the varichy

of sarnvices and investment vehicles offered that could he used (o concesal the source

of money.

2. Money laundening poses significant reputational and financial risk to Insurance
companies, as wall as the rsk of criminal proseculion if insursnce companias
invalved in laundering of the proceeds of crime. To combat money laundesdng,
insurance companies should adhere to tha followinn:

A. Cormply with anfi-moneay [aundering laws:

b. Imileamnent "Know Your Customer” policy;
e} Cooperate with law enforcement autharitles, Insurance supervisors and
other investigative and supervisory authaorities; and
A Have In place ant-maney laundertng pollcles, procedures and & training
Prograr.,
Scope
3 These guidelines apply to all offshore insurance and Insurance-reiated

companias licensed under the OFshore Insurance Act 1990, Thesa auiclelines
provide minimum standard on duty of vigilance fo be practiced by all licensees,
Where the licensees are subject to more siringeat requiremeni imposed by their

nome supervisor, they are reguirsd Lo comply with the requirements of their home

BUPBEVISOr,



v dere Al measures in these guidelines are to be read together with.sl' legal aspects - ...

Pl

of the Anti-Money Laundering Act 2001 (AMLA} wherever applicabia, Al ficensees

shrould observe, report and comply with the requirement of these auldelines as weil’

as the requirement under ARLA,

. Licehsees with the group pelicies an anti-money lsundering reasures musl

apply to all branches andfor subsidiarias In the group including officas outside

Labuan.

' -Etlrlagés uf M.D:I'.IE.l.f.LEI;..IJ-'.IdDI'JL ng :

B. There are three stages of monay laundering:

d.

Placement

‘In lthe Initlal ar placement stane I:;I' money laundering, the criminal

intreduces his ilegal profits into the financizl system. This is the physical
disposal or dealing of the inital proceeds derfwved rom llegal activities.

Layaring
It is the process of separating the ctirminal proceeds from their source by

creaiing compleax layers of financial transaciions designed o disguise the

audit trail and provide zn appearance of lagitimacy.

Intagration
I} is the stage afler the crimingl proceeds have been successhilly

lavrelered, The integration places the ciminzl proceeds back info the
financial sysiem in sush & way that they appear to be legitimate funds or

E55ats,
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7. Within the insurance system, money jaundersrs may structure transactions,

coerce employees o co-operate and not ta file proper regarts, or establish apparently
legitimaie fronl insurance licensees fo launder money.

a. Life insurance business
The most cormmon contracts used for faunderng money zre “purchase of
single premium investment policies such as fnvestment-inked single
-premium Gclnfraulb. -:lrmultlea lump sum top-ups to H}dstlng I|[ﬂ_|r15|_|r'anc'.ﬂ

contracts or Iump sum mmr[bullﬂrm to personal pensicn u:r:mtracts

h. General insurance business
Money laundering can be seen from bogus claims, where money

launderers purchase legitimate business, |hen by arson or other means

cause bopus claims o recover part of their investrnant, Another Formn is

through the usea of reinsurancs,

The Duty of Vigilance
8. The Intemational Association of Insurance Sugervisors (LAIS) has promulgated

lhal Lhe insurance licensees should be constantly wvigilanl le aveid assisting the
process of laundering funds derived from crimes.  The duty of vigiance consist

rmalr:ly the folowtng elements:

a, Lnderariting checks;

b Verification of Identily;

i Recoanition snd reporting of suspicious customersfransactions;
& keeping of records; and

e Training of relevant parsonnel,

a, Thorough underwriting will engble insurance l[icensees to understand (he

business wrillten.  Underwriting Wil Include checling lhe presence of insurable

i esl when accepting appications and 2rocessing olalims,
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~An anti-money laundering progearm must ensbleinsurance lcensees: o o

To foster clese working relationships between underwriters and claim
Investigarers:

To determine {or recelve confirmation of] the true identity of prosoective
pollcy owners, The insurance licensess must establish a manual an
"Know Your Customer” policy,

To recognise and report suspicious franssctions to the relevant
authoriby;

To kesap rE{;t}_I:dE.fﬂr' thi prﬂscrib&d parod of time. Al rm::::rﬁ must be ...
malstalned for at least six years:

To train staff, including fntermediaries, Staf must be qualified as the fit
and proper persan for their roles;

To ligise closely with law enforcerment autharlty on matters conceming
vigilahce policy and systems;

To ensure thal inlernal auditing and compliance depariments regulady
manltor the implementation and cperation of vigilance policy and
RyStam;

To ensure compllance with relevant regularlmnﬁ by establlshing a
systermn of Infemal control;

T establish high ethical standards in all businesses and reguira
compliance wilth laws and regulations,

To ensure oopealion wilty law enfoaconenl auiborilies, wilhine e
confines of applicable lawr;

To cetablish a systemn of procadures, controls and reporting systam to
be complied by sl related siaff. Such systen should be reviewed
regulaziy for relevance and effectivenass; and

To draw up manuals detsiirg the due diligence process and
procedures in terms of all policies and e procedures lo ensure the

effectve implementstion of the insurer's ant-money  laundering

measilras,
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Anti-Money Laundering Frameworke--- —- o« o e -
11.  The famewark aims to provide a set of fansparent, explicit and clear palicias,

procedures and controls to guide the insurance licenseess to implemeant and enforce

elfective anti-money laundering measures. The components of the ramework are as

follonees:

a. Verlflcation
Insurance licensces should verify and be satisfied with the identity of

w-ew o - Lhelr custorners and the nature and Jegitimacy ol . the..insurance
transactions to he undertaken. The consideration whan verlfiving sre as

follows:

i.  Subject of verification

» |nsurance licenseces underé‘aking varfication should astablish (o
its regsonable safisfaction that every subject of wverification
relevant to fhe application for insurance business actualiy
gxists. The varification pracess should not onfy fHovs on he
parties dirccfly imvolved o the poiicios but indircct or related
parties as well.

¢ [If daims, commissions and other monies sre to be paid o
persons ofher than the policy owner then the proposed
reciplants of thase monies should e tha subyect of verhcation,

»  Any reinsurance on retrocession needs to be checked to ensure

the monies are paid ol o bora fde relnsurers Jor rate
cormmersurata with the risks underwritien,

il.  Method of verification
» There must not be reflance on single docsumentary ‘evidence.
The bes: possiple avidence could be the most difflcult to
replicate or acquire lawlully beceuse of s repulable andfar

oificial origin.

Tk el g e e S e TR i o e o
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= Tha censaenirstobtainand keop a-copy of the relevant
documents evidercing the idenlily of lhe parly concemed,
Where nocessary, such doouments are to be checked with the
rafevant issuing authority.
= The method of verffication shouid not be urduly influanced by

the type of policy belsg applied for.

« The findings of the verification exercise should be conclusive,

before any policy is contracted. {f the fransaction is concluded

business reasen, lbe insurer should ensure no claims or
sumender value are paid out pior o the conclusion of the
verification exercise.

« Examples of documentary evidence are listed in Appendix |

Thasg examplas ave hot Intended to be exhaustive.

Exempt cases

Althcugh the cases given in Appendlx Il are exempled from
verfication, the Insurance licensees must continually ba vigiiant
and b guided by the fact that whera i knows or has reason to
balieve or suspects that money iz being laundared, or thal money
lzuncering is, may or has ocourred, the exemptions are ne longer

applicable.

Reozults of varification

# Satisfactory
Once verification has boen completed {and subject io the -

keaping of records in accordance with this Guldelnes) no
further evidence of idenify is resded when transactlon zre

suithsequenty undertaken,

before the complefion of the verficalion exercise for sound-« -

[ R ST ——
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IT e verfication Indicates that the idenfity s not true or
irlsleading representations wara made or source of funds gre
not justined, the proposed transactions should not be executed
and shouid be frested as suspiclous. A report of suspicicus
ransackon musl be made to LOFSA, Funds should never be
retumed to a third party but only fo the source where thay
CElfTIEr,

- R il iand g AT [ P

b. Recognition and Reporting of Suspicieus Customers / Transactions

i. Recognition of suspicious customers/transaction

Al insurance  licensees must observe the *Know Your
Customer” policy. This will enable the nsurance licensce to
create a profila in tarms of econemicfinancial background of a
custorner. It will be use as a tool o vighanlly monitor the
dnanclal flows and transaclion pstterns of existing  policy
owners, particularly whare thera is a signiflcant, vnexpocterd
and unexplained change in the behaviour of an account,
Examples of susplcious lrensactions are listed in Appendix Il
These axamples are not intendad 1o be exhaustive,

ii. Reporting of suspicious customers/transactions

Insurance ficensess are required to institute 2 formal system of

reperiing of suspicious transactlons and document in @ manual

and to make this manual accessible fo all relevanl staff. The

procedures, of | the rmeporting . systert  should  minimally |

incorporata the following featuras:

o A complance officer (5 o be appointed - &l suspicious
transacion are to Do regorted to and monitored by the

compliance officer.

A e o B R R g L e M e L S m
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Theprocadure of repartingand mainlenanse of documents -

SR S i S
and records sertaining o ne suspicious ransaction must
be arawn cut clearly,

o A compliance officer or any other authorised person is
responsible fo report such iransaction o LOFS A,
a  Whera a further investigatlon of the cuslomer iz required

following the reporting of a suspicious ansaction to
LOFSA, care should be taken to ensure that the customer is
not.aware that such a reporl has been made to LOFSA.

iii. Reporting to the Board of Directors {(Board) and Senior

Management
In order to enhance corporate govermancs  amang

icensees, the Board must be kept informed of the suspicious
transactions reported to LOFSA and actions taken by tha insurance

iNsLrace

licenses.

c. Keeplng of Records
i. Gontents of records
«  Verificadon records should contain:
o A description of the nature of all evidsnes received relafing
to the idenbity of the palicy owner ang
o The evidence itself or & copy of it or if that is not avallable,

information reasonably sufficent to obtain such copy.

»  Transaclion records showld contain:

addresses of the policy owner and other paries connected
to insurance conlract; and

o Details of ransactions ncuding the nature of ransacions,
contrzct prcefs) and valuation {in the casze of investment-

linked policies), destination{s} of funds, memecranda of

RN - i

a D.Ht;-,-iis. m‘. ﬁarsnnal identity iﬁ&ﬁding ‘the names and
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trensaction and tha form in which funds are offered and
PEia o,
= Al records stould be in readily refrievable form and
aceessible withoul undue delay. A retrievable forrm may
consist of an original Hard copy, microform or electronic data.
= Records held by third parties are not In a readilv retrievabie
form unless the institution is reasonably salisfied that the
third party-is itself-an.institufion which:is abie and willing fo
keep such records and disclose thein o 1L when .reni:rur'rr:-:d,

ii. Ragister of enguiries

. An insurance llcansee should maintain a register of all
enguiries made by the law enforcement authorily,.  The
redistar should be kepl separate from other records and
contains as a minimerm the following details:
o The date and nature of the enguiry;
o The narme and agency of the enguiring office;
o The powers belng exercised; and

o Detsils of policies invahvad.

.  Training
. Al insurance licensees must ansure that proper tralnlng is in place

for =taff. The training must include issues on custormer due
diligence, detectton of money launcering, obligations undar arnii-
money, Jaundering framewark E:(l-d the. relevant guidelines. Tha ...
training programmes must be continuows o ensure the stsff are
exposad to recent issues and trends of money laundaring as well as
new legisaive or non-legislative requirements by supervisory

aullherity.
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ungerwating/procassing and claims-hardling siaif} must have basic
undersianding of maney aundering aciviies and heir legal
oolipation under the guldelines o detect and report suspicious
transactions. Ongoing moniioring of the customer's account and
tranzaction must be conducted all the time.

i, Compliance officer is reguired fo have in-dapth knowledge and
convarsant with methods and detection of money laundenng. The

L e B offficer-must understand the requirements of the AMLA and. such. .. . -

guidelines issued by LOFSA.

Iv. A highar lovel of briefing encompassing all aspects of the

guidelines, vigilance policy ard systems should he provided fo key
personnal responsible for supendsion and managemeant of staff,

Implementation
12,  The guidelines shall be obsemnved by &l offshore hsuranee and insurance-

ralated companies with immeadiate offoct.

LLabuan Offshore Financizl Senices Authoriiy
17 Jure 2005
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EXAMPLES OF DOCUMENTARY EVIDENCE

Individual
T FPersonal information o ba considerad shouid Include;
a.  Full namefs) used;
b.  Date and place of birlh;
o, Mationality;
i, Currant permanent addrass;. . P B P
g. Telephone number; ;
f.  Fax number;
g.  E-mall address;
h. Occupation and name of employer {if sef-employed, the naturc of the

gelfemployment); and
E. Spacimat signature of the verificafon subject.

2. Some documents that may be considered the bes: possiole to vedfy |he
above particulars of the individual are cument walid passood, national

regisiration identity card, armed forces identity card and driving leence that

bear a photograph.

3. Dher documents that may be considered .wl'th some degree of care for the
purpose of verificatlon are birth certlficatas, an Identity card issusd by the
emplayer of the applicant and credit cands.

Companies, partnerships and other institutions _ —

1. Partaershics and any aother hstitutions (inciuding <lubs, socielies and
charitins), verfication musl be made on the lndividuals acting on Zehall of the
enfity and the company secretary of the entity should duly acoredit all entity

signatories.

Nt et e Gl



-t gt e bl lsothe taken when-using the following: documents forvarification -

et B o LU Doy

12

such as:

a.
b,

Certificate of incorporation;

The name(s) and __address{s} af the beneficial owner(s] andfor the
personis) on whose instruclions on the accounl are empowersd o act,
aonstituiional docurnents, e.g. Memorandum and Adicles of Association,
Powers of Attomey or other authorities given by the entity; .
Latest report and accounts, where possible, o establish the authenlicity
of the business; and se.  coewn e e

A signed statement as to the nature of the business and whare
appropriate information should be sought from anoather nstiiution,

Paricular attentlcn may be nocessary 1o verify the origin of these documents
and the hackground against which they are produced, The orginals or
cartified copies ol certiflcates should be produesd for verification.

Labuan Offshore Financisl Sarviens Alithority

17 Jure 2005
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EXAMPLES OF EXEMPT CASES

Where it is & switch and all the proceeds of a significant one-off {*ansaction
arn paid direcily into another Insurance policy which [tself can, on subsequent
surrender, only result in either:

a. Afurther premium payment on behalf of the same customer; or

b, A paymenl being made dirgclly lo the customer and of which 2 racord is

. kept,

Where payments of one policy are used 10 fund premiums payable in another
policy for the same customer. This is not regarded as entry into a business

relationshiyy, anel as such do not raguire verficatiorn.

Where third party evidence is required to support the exemption. Here,
the inlrocducer of the customar is 2 reliable parly and submits 8 writtan
introduction. This introducer may be:

a. A reliable local institution, “which is subseguently verifiad by Ihe
insurance entity and supplamented by appropriale enguiries, where
NCCEeSsary. y

b, A professionally qualifiad persen or an independent financizl advisar
operating from an eccaptable junadictlon, and whereby the insurance
licensae is satisfied that the rules of hisfher professional oy regulator
roclude ethical guidelines which logether with the money larndering laws
and regulatlons In hisfer Judsdiction include recuirements =t lcast
agulvalent to those in the guidalines.

6. Where the infroducer is reliable and has good standing infroduction,

d.  Where the introducer 15 efther an overseas branch or member of the

same group as the receiving insurance licensee.

Catatls of the mvoduction shewld be ept a5 part of the records of the

customer introduced.

o A ppandigflees e

o e e
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A crtical concltion for the accaptability of such an introducer is that the terms
of business betweaen the insurance licensee and the introcucer sheuld reguira
the infroducer to complete verfication of all customers introcuced to the

insurance licensee or to isform the insurance licensee of any ursatisfactory

sonclizsion 0 respect of any such customer, to keep racords in accordanee

with the Guidelines and to supply copies of any such records 1o e nsuerance

licenses upon demand,

.o

EE N T

4, Whare third party evidence is not required to support the exemption:

d.
b.

Where the customer is a ficensed andfor supenised finaacial institution.
Where there are small one-off applications, unless between entry and
termination it appears that two or more one-off transactions are in fact
linked ancg consdtutn a significant one-off fransaction. In the absence of
any contrary evidence, a period of three maonthe or mora of saparation
hotween one-off trangsactions are deamed as not linked.

Where paviments are made through posi, credit card or electronically
guch as through the Inlermsl, and such mode of payment is regarded
regsonable, and where payment is from the customer's accaunt hald In
another insitution which Is registered! auvthorized! exempt un;:ler local
insurance {and banking} laws, lhe tamels) of the customer for business
corresponds with the namels) of lhe cuslomer for business corresponds
with the name(s) of the paying accocunt holdear, tha ra-:;eiwlri-g Insurance
Jcensese keaps a rocord of the custormers account with that other
ingtitution and there {5 no sespicion of money avndering. In such cases,
it may be assumed that the other instiution has comgleted the

necassary vanfication.

Labuan Ofshore Financlal Serdoes Authority
17 Jume 2105
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EXAMPLES OF SUSPICIOUS TRANSACTIONS

General Comments
The list below shows some basic ways that money can be laundsred in the

insurance jrdustry. It is to be noted thai each dransaction may or may not be

suficient to sugpest that meney laundering is taking place whilst @ combination of

Brokerage and Sales
1.

~ =uch situaiions may alse allude to such a transaction.

New BLSINess

.

A customer for whom vedfication of identity proves unusually difficult.
The cuslomers evades U disdasure or reluctant (o provide Ui delails,
A corporatefrust customer whera thera are difficulifies and cdelays or
difficutlies in ohtaining copies of the accounts or other dorrments of
incorporation.

A eustomer with no discernible reason o use the insurer's service, a.q.
customeors with distant addrosses who couid find the same service
nearer their home bpase, or customers whose requiremenls are not in
the nomnal pafiern of or inconsistent with the insurer's business or
coufd be more sasily serviced elsewhere.

A customer nfroduced by an oversess broker, affiliobs ar atler
intermediary, where both customer and introducer are based in
courstlas where production of drvgs or drug  trafficking may be
prrevalant.

Any transacton in which the insured i= unknown fe.g. trealy
reinéuran:ic!, business intrud.u:.:ad-unu:ler pinding authorities, EfE.J."'

Abnormal Transactions orwhich do not make ecanomle sanse

il.

Fropoezls from an intemmediany not = normal business introdu ced,
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HH T Propbsals' thal aregiiconsistent with an insvred's nofmal requirements; =«

the markets in which the insured or infermediany is active and the
business that fhe insured operates,

. Early cancellation of policies with refurn of premium, with no discernible
purpase ar in circumstances which appear tnusual,

d. A number of podicles enterad Into by the same insurerfinlermediary for
gimall amourts and then cancelled at the same time, the refurn of
premium being credited to an account different from the original

“ateos Capoount.

e, Any ransaction in which the nature, size or frequency appears unuscral,
e.q. early lermination or cancelfation, especially where cash has been
lendared andfor the refund chegue is to a third party or a sudden
purchase of a lump sum conlract from an exisfing customer whose
cumeht contracts ars small and of regular payments only,

Aszsignment of policies & apparently unreiated third parties.

g. Transaciions not commenly practiced In the marke! 1o which lhey
relale, e.g. with raference to size or class of business,

h. Willingness to pay premium on high risks that have a likelihood of

ragular claims being meades,

Settlement
o Paymecnt
a. & numbsr of policies i=ken oul by the same Insured for low premiums,
pach purchased for cash and then cancelled with retum of premium to
& third party. _
b, l.arge or unusual payment of premiums or ransaction selflement by
cash.
[} Crverpaymant of pramiim with a requast to refund the cxcess to a thisg

parly or o an account opened in & different country.
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d. - - Payment by-way-of thirdparly-cheque or monay transfers-wherg thgrg e menc
is a varation belwsen the accounl hoider, the signatory and the
prospective INsured,

2, Disposition

a. Payment of claims to a third party without any apparenl connection to
ihe policy owner.

b. Abnormal seftlement instructions, inclading paymenl o apparenty
unconnected parfies of to aocounls in cotntries.in which the: insured is.. .
nu_:nt known to operate.

3. Claims and Relnsurances

a. Strong likelihood of dsks occurring, resulling in substantial clalms, with
consaquantty high premiarm.

b. Claims paid to persons othar than the insured.

c. Claims which, while zppearing legifimale, occur with  abnommal
raglilatlty,

Regular small claims within premium limit.

g, Treaty reinsurances with high incidencs of small claims.

|',- Ragqular reinsurance caims paid overseas to third parlies,

. Recent change of ownershipfassignment of policies just prior to & 'oss.

h. Abnormal loss ratios for the nature and class of risk bound under a

binding authority.

Lapuan Offshore Finonocial Sordoca Authonty

17 Juns 2006



