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PRUDENTIAL FRAMEWORK OF CORPORATE GOVERNANCE
FOR OFFSHORE INSURANCE AND INSURANCE-RELATED COMPANIES

Introduction
P Corporate governance rafers o the manner in which boards of direclors and

a{anmr mﬁmgnmsmt aversea dhe olfshors insurers’ I:ll_IEII'IEIEE It ancammpasses i

means by which members of lhe beard and senior .ﬂanagument are held sccountable
and responsible for their actions, Corporate govemanee includes corporate discipline,
fransparency. independence, accountability, responrsibility, fairmess and  social
regponsibiity.  himely and accurate dizciosure on all material matters regarding the
insurer, including the financial situation, psrformance, ownership and governance
arrangements, s parl of & corporats governance framework.  Corperate governance

also inchidas compliance with lagal and ragulatory requirements.

Scope
2. Az part of meaguras to ralse comorate governance etandards in the conduct of

offehore insurence business, this PrudEntial Framework of Cofporale Governance for

Offshore Insurers {Framework) is issved for adopton by offshore insurers In Malaysian
Inlegrated Offshore Financial Cantra OFCY an the islznd of Fahnan The feem
“insurers” covers all [fe, general and composite insurer, reinsurer and capthve company,

3 The Framewark shali apply muisats mufanois to the following:
i an offshcre insurer ihalt ernpages services of an offshore  undarriticg

manager or offshorg” insuiahce manager, Including subsidiary wrent-a-

caative; and
i, an offshore-insurance relate? company, ramely  offshore  insurance

manzger. underwvriing manager and insurance broker,

s
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4] [He I—rame'.-mrk ﬂstahllshes basle principies of gogd c{:rpc-rate guuenancn whh,

focus on the processes and sluclures used to girect and manage Ihe business and

affairs of offshors insurers. The Framework containg six parts dealing respsctively with:
A, Board responsibility and cveraighl;

Management accountability;

Corporate independence;

Internal conlrols and ogeralional Ask maragerment; and

Public accountability

nom oo

Financial reporting., . . 7 g ' - -

A. BOARD RESPONSIBILITY AND OVERSIGHT

A1, Board esfablishiment
5. Every offshore insurer must be headed by an eflective bosrd charged with tha

respongibily of leading the insursr, The board carries olimate responsikbility for tha
propar stewardship of company rescurces, the achievemant of corporale objsctives and
gond corporata citizenship. Each individual director should dedicate sufficient timo ard
commitrment to the affairs of the insurar,

A2,  Board halance

E. The toard should Iciude a balance of executive directors and aon-exacutive
directors (including Indepandant non-executivas) such that no individual or smali group
of Indhiduals can deminate the board's declslon making. Executhve directors add value
lo the declslon-making process by providing a managament and operational perspective
to issues placed before the peard. This ensures that decisions of the board can he
suscessfully executed to achieve their Intended abjectives. The sarticlpstion of non-

F'}:,F'I,"I|.|'I.|'E dhan:mrs ena..les a halanced and objective a:::rnsmar:atlcm of lssues, hence

ﬁaml’fatlng aptirnal I::I'“msmn F’IEI-{IJ'IQ f"-.'I:l'1 executive dIrDE[DrS wl o are Indepandent
enhance acccuntability i e decision-making process by removing selfsenving
Interests which may tend to cloud good judgment In decision mzking. The resd for
board accountabllty and Independence s of paramount importance it an offsherg
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Insurance cormpany to prolect non-interested partes {(specifically policy owners and

clatmants) against the mismanagement of funds entiisled Lo the insurer.

A3, Board appoinfments
7. There shauld be a formal and ransparent procedurs for the appolintment of new

directors to e board to srotect the inteqrity of ihe board against unjustified higs. This
helps lo preserve the lreedom that should be accorded (o boarg members to axerclse
ihair independent and professional judgmant within the law withaut fear or favour, The
intarnal procedure established by an. offshore fnsurer for the aopoiniment of new
dirgcicrs sheuld provide suficiant checks and balances to ensure thal neminations of
new direclors are made in Uwe best inlerests of the offehore Insurer and its siakeholdars
before an spplicatlon ks made to LOFSA under section 14 of the Ofshore Insurance Act

1990 (DA},

&, In addidon, the ofishore insursr should also establish an objocthee and
tahsparant mecharism for the assezsment of the effectivensss of ifs dircctors on an
anaoing basis and 2n enforceable machanism o replace insffective directors.

o, r_'lir:a::in-rs shiting on tha board of an oflshore insurer should be persons of caiibre,
credibility ard inleguily with The nELesﬁdry sklflsr and m:pn::ﬂcr*-:ua o bring sound and
independent judgment to besr on issues relating o the strategy, performance and
resources of the Insurer.  Candidaes proposad fof nomination o the bcard of an
oitshora insuror should not be disqualified under the § snd proper criteria prescribed
urcler he  Guidelines on Rt and  Proper Persons Acting a5
Dirsctors/ControliersiPrincipal Officers in Labuan IOFC [ssuad by LOFSA on 21 Jaruary
2002, The guidelines gererzliv prescribe thal a czlrectﬂr. c:u:ntrc:-lrer or a principal oficer
of a1 ofshore company or forgign ufﬁ:-hc:-r& l:::mpslw ghall have "sufficfant =kils

knowledge and soundness of Judgerment to undertake snd fulfill the parficwar dulies and

responsibiities”,
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10. J!-«'thlca.s‘. ane mamber of e board of an offshoe insurer sn-':.haiﬂ be r;::aflﬁed |:|-r"
experienced in insurance or nsuance-elated disciplines,  Gffshore insurers shauld
Alsn dsweinn a program o familizrise a new director with the industry {(Inciuding relevant
lecal and regulatory recurements) and Ihe company, On an ongoing basis, offshors
insuters should nolify the board of all new regulsiony reguirements introduced wia
quidelines and circuiars issuzd by LOFSA wilhin one month of the date of e

izsuance,

[N

. Ad.. | Board responsibifiifes ; e e
11.  The beard shouid axplicitly assume speoific minimum respansibiliies in relation
Ler the aflairs al the offshore insurer which facilitate the effeclive discharge of the board's
stewardship respongibililies, The terms of appeintment should cleardy spell aut the
responsibiliies to be assumed by the directors, which should include as a minlmum, the
following princiosl responsibiltias;

s  Raviewlng and approving & siralegic plan for the offshars ingurer;

«  Owyersseing e conduct af the offshore insurers busines:s o ensure that the
business iz propedy mapaged lowards achieving the Insurer's corporata
vhisclives, and that the insurer's dealings whth s policy cwrers, claimants
and creditors are conducted in a fair and equitable manner;

Identifying key business nisks, deiermining the risk appelite of the olfshore
insurer, and ensuring the implementaion of appropriate systems to manage
risks within established risk-tolerarcs Fmhits:
Approving corporate policies on cdtleail areas of operations  incheding
underwriting, investment, reinsusanca and olaims management;
+ Succossicnplanning, including the appointment. fraining, remuneraiion and
C parformance review of sanior manzgement; i
Ensvuring the adscuscy and integrity of the offshare insurer's nternal contral
and management information sysiams, ‘noluding systems for monitoring

comaliance with applicazle laws, regulations, rules, directives and guldzlineas;

A
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= Cslablishing Audit Cammitlee and setting vp an Infarmal Audit Department
will qualified inlernal audit personrel.  The internal auditor should repart
directly to the Audit Committas.

A5, Board remuneration
12, There should be a formal and transparent procedure for developing policies on
e ramuneration of direclors and setfing the remuneration packages of individual

directors.  The level of remunerafion should reflect the experience and fevel of

responsibility bome by andindividual director. Tt 8hould be sufficlant (o attract and relain.. ..

directors of calibre needad (o manage the offshora insursr successiully, buf at the same
thne, should also be balancad against the nesd 10 ensure that insurance funds are not
ueed to subsidize excesslva remuneration packages, The spociic remuneration
packages of individual direcloes should ke determineg by the full board with the

indhvlduals concerned abstalalng from  discussions on thoir own  remuneration,
Remuneration packages for executive direclors that Enk rewsrds to corpomle or

individual performance sheuld be afruciured with care o aveid ircentivas far insider

BXCOSERS.

A6, Board chalmmanship .

13.  Therz should be a clear divislen of responsibiliies betwesn e top rn:-:rrégement
positions in an offshora insurer which will ersure 2 balance of cower and autherily, such
that no one Individual has anfetiered decision-making powers. The chairman of e
board sheuld be a non-executive dimctor, Aceordingly, an insurer shouid net conmhbine

tha roles of board chairman and chief executive oficer,

AF. Board meciings
14.  The board should meeot reguisely, with due notics given of issuss o be

discussed. The boare shoul?, pricr io each meetng, be duly lurnished with 20l relevant
irformaticn and slahislics necsssary to enab'e it lo propery consicer Issues fo ho
discugsed, and the sroceedings of board meeings and daeclsions of the board should be

recorded,

L
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15 incependence and accounlabilily is lost when the board fails to convere regular
imeetings o delfherate jzsues of etratedic importznze to the offshore insurar bacaouse
such & shustion lands itself to the free reign of executive directors in the affairs of the
insurar.  Gircular resolutions cannct be a porfact substitute for board meefings since
they do no offar the appoctunity for active debate over the issucs circulated and a
bissed presentation of the issuss without an opportunity for the board memeers o ralse

immediate questions or reservations may lead io inapprophate decisions being made,

ek, ! - ' o =
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A8 Board authority
16. The beard should establish and document a formal schedule of mathers

spacifically reserved for ke decision o ensure that the direction and contral of the
insurer is finmly in its hands. The schedule should be made available to all directors on
appolntment and communicated to all levels of stall in an offshore insurance company
and should be kept up to date. The schecule should include st least the followlng
attars:
o Acquisiticns and dispozals of asseis of the coffshore insurer or of its
subsidiaries that are material in nature;
= Raelated-party transaciions of 8 matarnal naturs;
= Aulhorly fevels for core Janctions of the offshare insuerer;
« Corgorate policies on investmant (heliedng lhe use of derivatives),
underwriting, reinsurance, claims management and risk management; and

» The outsourcing of core husiness functions.

B. MANAGEMENT ACCOUNTABILITY

B1. . Organisational structure and aflocation of responsibilifjes

17.  There should e a docsumented and wall-communlcatad organlzational struciure
that clearly =hows lines of reporiing, ressonsikiliifes and awhorfy, The allocation of
duties and responsibilifes should te documanied in well-delined job descriptions.
Thare snould be no gap in eeparling lings ard efective management cenfrol should be

miaintained at all levels throughout the organization of the insunsr,
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18.  The crgarizationa! structure and job descrintion and authority limitz for the chief
executive officer {inciuding any changss therato} ehould be approved by tha board, Job
descrplions and authority limits for serior management other than the chiet executjve
officer, line management and executive employees should be approved by the chief
cexecuifve officer, The organizational structure and job descripfions should be mado

availzble to staff upon their recruitmeant.

e

.82... Confiicts of inferest : R R
19, Persons empowered with decision-making sutheority (including directors) should

exercise care o avoid situations (includlng remuneration paolicies) that may give risc to a
conflict of interest. Where such confilet exists, the cireumstancas glving rise to the
confiict should be disclosed to the apprepriale level of higher management which shall
exercise its discretion, taxing Ihlo account the ovemiding interesls of policy ownars,
cla'manis, credlors and the public in general, as to whether to accept the conflict {wih
appropriate contrals] or take action to rernove it A director or chief executive alllcer of

an insurer shall make disclasure of circumstances giving rise to conflictz of Inleras|,

B3 Communication .
20,  There should be effecive channels of communicstion in place within he offshore

insurer to ensure ihat all staf fuliv understand 2nd sdhere to policies and procadures
alfecting helr dutles and ~asponsbillles and wat relevant nficrmaton (encompassing
both intemal financial, operationzl and compliance data as wel gz external markst
information) reaches the approgriaie persennel. Infermasiion should be reliable, tinely,
accassible znd crovided in a consistent format Ihat facilitates comparative analvaes,

21, Tas lack of sffective communlication and ﬂdeujuam information  [revitably
COMPromisss managsmen: accountatiity since emplovess cannol ba held responsibla
far fzlling to implement and achere o poliolss snd procedurss that were not
communicatsd to them in the first place. Similarly, employees, in carrying out $heir

dutles, caznnct be Taulted for nol takirg acesont of relevent information thal fB&ilsd o
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reach them or that reached them oo late, or for making -:r-ecjsi.:uns based on informaiion
that, unknown to them, was incomplate or inaccurate,  Management accouniability
Iherefore raglires hal thara be an effective path of cormmunication to ansuma thal
important information about the operations of the insurer is reaching 'he appropriate

lavels of personnet in a reliable, imely, accessible and consistent manner,

22, The communication policy should ensure that the necessary ramework and
shuciural iinkages axist to enabla informzlion (o flow voward 5o thal the board and
senior managemenl.are awarg of lhie" business risks and operational issves confronting -
the oifshore insurer; downwsard so thae the insurer's objedtives, strategies, expeclations
and established policies, procedures and reqgulatory requirements are communicated to
lower managemsnt and operational personnel and aoross the orpganization s that
pertnent informabion can be shared fo enhance the overall performance of the insurer.

B4 Goal-setling
23, There shotld be a rmal process in place for the development of individuat goals

used for performance appralsais that ensure that the goals are in line with the offzhom
insurer's corporate objectives and responsibilities,

24, Offshore irsurers should adept a consultative approach to the deveiopment of
indiviciual goals used for staff paricmmance appraisats with the full participstion of the

ndlvidugis concsmed,  The collkclive gosfls of edch separabla ssgmentbusiness
unit'givision of the insurer should be approved by the chiof executhie ofticer in relation

to the overalf corparate cbjactives of the company as determined by the board, at the
Eeginning of each assassment vear,

C. CORPORATE INDEPENDENCE

C7. Refaled-parfy Iransaclions
256, Related-party fransaciors should be conducted on terms that are al least

comparabla ta normal commercizl terms and should not leave the offshore insuter or it

policy ownars, crediiors or caimants worse off under faresaeanla cirmimetances that if
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the transaction had hot taken place. Full disclosure of related-party transaciions shouid
ba made to the board of the offshere insurer. The groy approval of the boasd should be

obtained for related-party transacticns that are material 'n natura.

G2 Group struciure
26.  The group structure within which an efishore insurer operates shouid provede for

s ressonable degres of corporate incependsnoce for the insurer fom conimalling
shareholdars and assoclated companles In detiding on matiers affecting the company,
its folicy owners, clalmants,. ciedilors a@nd minonty sharsholders. e T

27, Corporate indepandence iz primarily achieved hrough the efiective functloning of
an independent board. In this raspect, the principtes related to board responsibilty and
oversight should apply,  However, an appropriate group sfructure can also help to
reduce or remove the polentsl risks of loo many ovedspzing inderests that may excrt
pressure on the offshore inscrer 1o compromise it corparate independenoo.
Owerlapping of multl-rersd Interests in the offshore insurer may afse increase the
financial risks assoclated with multiple gearing and excessive leverage,

3. Mulifple gearfng and excesshie leveradge

28, In assessing and monritoring the caplal adequacy of an offshore Psurer
operating undar a corporate groupconglemarate structure, sdeguate provision shouid
be made for the effects of mulliple gearng cor excessive loverage arlsing trom both
upsiream and downstream structural linkages, Chsclosurs should be made of the extent

of capital that is geared or leveraged.

29.  Muiliple gearing occurs when the offshore irsursr holds capital that Is lssued by
&n ntermediate hoiding company, which n turn holds capital issyed by the ulimate
parent company.  In such an instance, the external capilal of the ultimsie paren
company is said o be gasred up theea lithes, frsl by the parent, a second time by the
irterrediate holding company, ard finally by the offshore insurer. Suech gearing can

coelr any numbor of times, srenreaszively spraacding the aaginal saures of capitan thinnar
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and thinner over rnLIt||:|IE tiers of entities with Impilcations for the amount I:I-f '1-r|_=,-e |:~,.-:||~:,|’r.-1|

backing the irsurar within tha groug.

=

30, Capital s leveraged when a parent issues debi (for olher instruments not
acceplable as requlzicry capital for an insurery and downstreams that capital to the
Insirar in a form of casital that on the surface quatifies as regulatery capilal. This can
pose a prudential risk where uadue siress is placed on the insurer as a result of lhe
obligation on the parent to service that debt.

-
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31, Multiple gearing and excessive leverage can panmit difficulties in one enfity o be
lramsimilted more guickly thrergh corporale linkages to other enfities within the group.
Givan this, an assessment of financlal strangth of an offshore insurer should taks into
account the extent to which gearing or leverage may have compromised the capilal

resounces avaiable 1o the insurer,

32, Offshore insurere shafl disclose with the statulory annual returns submitted 1o
LOFSA, the extent of geared or leveraged capital which constitutes mone than one thisd
of Lhe total capitalization of the insurer under the following cireumsiances:-
» Where the capital is gearsd up more than twize (Le, caplial provided by the
insurers ultimate holding company is channelled through st least one
intermediate halding camasny ), andior

« Where the capilEl s consioled fom Cebt issued by the nsurer's immediate

ghzreholder.

0. INTERMAL CONTROLS AND OPERATIOMNAL RISK MAMNAGEMENT

Di. Risk recognition and assessment

az, Ewvary offshore insurer should es!abllsh an ofacthen |nh:*rna| cordral and risk
management aystam that is cazable of ecognizing and cantinually assessing material
rzks fnat could affect ils performanas and finsreial concition. The assessment sholg
corver gl sisks facing the offshore insurer on a consolidated bazis (incluging uncensriing

rlsk, reinsurance risk, investrnent tisk, geographbical risk, cnerational risk and 'sgal fsx)
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internal conirols should he revised zs recessary o effecively acdress any new or

previously uncontreled reks,

34.  The rsk assessment process shovla Identity and consider both interrar factors
(such as the complesity of the organizslion's structure, the porfiolio mix, organizational
changes and employee tirnover] as well as exlernal factors (such a3 fluclualing
seonomic conditions, changes i ihe industry and technological developments) that
could adversely affect the offshore insurars performance and financial condition.
.. Offzhore jnsurers should al=o dislinguish between those risks that are.conlrallzble from
thoze that are not. Controllable feks should be mifigated through appeopriale intermal -
controlz and the use of risk managemsanl lools,  For those dsks that cannot be

controlled, the insurer must decide whathar o abcept the risks or withdraw from, or
reduce the level of the Zusiness activity thal creates exposure to the dsks concerned.

The responsitlity for establishing an eflfective risk management and Intemal control

gystem should rest with s board.

43, More impottantly, sk management shoold be nurired as an inherent pa:t of the
allshore insurer's corporata culture. iis alsa possib'e for insurers to effecthvaly manage
risk through largely informel mechanisms. Howaver, good corporate govemanecs in sk
management can only be effeciive where there is a consciouaness within the sonlar
managemeni ranks of the crtical imzontznce of knowing and continuously manitering
he full spescitdm of fisks that direclly affect the insurer's pergormancs and financial

condition.

D2 Internal Audif
36, There should be an affectiva and comprehensive intemal audit carled out by

operationally independent and competent staff. The internal awdit function should report
directly to $e board frough the Audit Commmittes (AC), and Hs firdings and
recormmandations shedld be communicated 1o senicr management and all levels of atad
cohcerned. . The frequency and extent of infernal avdit reviews should commensurate

with the paldre, eomplaxilty and rlsk of the Insdrer'e acifvilies,
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ar. The interaal zudit fuachons /s an impertant 2art of any effactiva internal contro!
and risk management systern because it provides an indepondent sascasment of the
adequacy of, and compliancs witn, established policles and procedures, The nature of
the internal audit roie makes it critical that Interral audit parsonnel is indepandeni from
the day-to-day acliviles of the insurer, and have wmrestricied acoess lo all activities
conductad by tha insurer, including the oparalions of ils branches znd subsidiaries.
Direct accountabilily to the board facilitates the proper functioning of corporate

goverrance by enabling the internai, auditor to provide the board wilh. information-that.ls. . ...

not biased in any way as a result of intaifarencs by the affacted levals of line or sanior
management. The importance of the Internal audit funciion to the corporate governance

process also requires that it be staffed with competent, well-frainad officers who have a
clear understanding of their role and responsibiliies and the dsks or pofential rlzks

faced by he insurer,

38, The primary scope and responsibiiics of the Intermal audi ane:
= Adequacy and effectiveness of systern on internal control:
« Complance with laws, nles and reguiations, polickes and proceduros,
guldelines and diractives;
«  [eteclion of rauds, srrors, omissicns and other irregudrities;
»  Managemend audil; and
= |nformalion sysiems audit,

28,  The AC plays a crucial role in ensuring the efaciivenass of the intermnal acdit
function. The board of an insurer should esfablish an AG ard provides for the intemal
auglt dapartment #o report directly @ the AC. The AC should be independent and
comprising sufficient number of memoers of high professicnal callbre In order for thalr
views o cary sufficient weighi. The memcers of the AC should net hold other
directorships in the same induslry unless prier netification Is glven o the board. The
external and intemal auditors should zl=o be aliowed free access to the AC.  The
inde et reports of e AG and extermal and il nal godilors, and correcive actionsg
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takan shouid bas fablied and discussed at lengih by 3 full baard .a.nd IF necessary, made

available for inspection by sharaholders,

40.  The pimary responsibilities of the AC are:

= To review the oversll condition, in paricular financlal status of the offshore
insurer, its internal controls and audit program, parformance and findings of
intarnal acditors and (o rr,-;::ur.n mend action to & taken by managermant;

« To reviow with axtsrnal auditors the scope of their audit aad avdit reports
including thedr findinogs and anye actien to be takean:

» To select indepandant auditars for appointment by the beard each year

= Taenzurc prompt publication of ahnual accounts of the insurer. The beard is
duty bound Iy ensure that accounts are timely and accurate. with freruent
reviews of the adequacy of provigions and against confingencies and had and
doubliul debls; and

«  Torewview all service contracts of directors and te ensure fhaf such contracts

are jn Lhe besl irlezesl of insurer.

41. Pursuant fo section 16A(1) of the OIA, avory ofshore inserer shall conduct an
intermmal audit of its books and operafions snnia'ly and shall submit to LOFSA a report of
such audit together with tha indamal auditer's commentz which includes comments on
s accounting systam and controls within three months from the campleticn of the audi,
The report shal’ alzo be forwarded to the AC that has zeen given the responsibilitiss o
revizw the audil reperl. An exil meeting with LOF3A to highllght greliminary signiicant

find'ngs shall be caried out immediately upon completion of the phvsical audit.

03 Ieternal control aclivilies
42,  The cffshore frsurer should develop an Interna! confrol culture within the

organlzation that integraies contrel actvities icto the daily operations of the insurer.
imternal control actvilies should involve all leve!s of persannel ang shoud cover the

ertire spectrum of the corirol process, including the establishment of cordrol policies
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anc procedurss, the varfication that the control policies and procedures are belng

adnered to =nd the requ'ar evaivalion of the effectiveness of infermal controls.

43, Contmol activities are most effective when they are viewed by management and
all employees as an infegral part of the daily achivifes of the offshore hsurer, rather
than in scdifion 1o them. Furthermore, controls hat are 2n integral part of the insurar's
daily activities enakle guick responsas o changinrg condilions and avaoid UNNecassany
costs. For effective internal control, risks ideniffied In the rsk assessment process rmust
be.controlled on a timely basis. .In many cases,.this-entails. daile. control activities,
Periodic internal audit or supervisory checks, althcugh In themselves important controfl
activifes, ara not sufliclent lo address rsks in a timaly, and therefore effective, manner.

It is also not sufficlent for senlor manapement o simply establish appropriate policies
and procaduras for fhe varlous aclivilies and business unils of the insurer. Thay rmust
reqularty ensure that all parts of the arganizsfon operals in compliance with establishad
policies and procedures and alse evaluaie the pelicies and procederes ‘o ensura Lhat
they remain adequate, Intarnal controls should be roviewed especially under changing

circumstancas to take sccount of new er changling risks.

44, Insvrers should adept a holistic approach bo intermal contrel activities and the
internal audit shoutd evaluate tha adegquacy and efectivenass conlrol activities.

45, Internal controd deficiencies or breaches. whether jdentifed by business uniis,
intemmal audit, LOFSA examiners or other control perscnnat {e.g. compliance officers},

should && reported in @ dimely manner o e approprigte menagement level and

adaragsad promptly,

46.  Timeliness in reporting ang acting on internal conlrl deficiencies (rsks that are
not effactively controlled) or breaches is crifical fo miligale any exposure to tha nsarer
In arder o ensare that all Internal conlrol deficiencies are addressed in & Gmely manner,
senior managemant should esiablish a syeiom e frack internal contro! weakressoes and

actions lsken fo reclify lhem. Procsdures should exist for the prompt roporling of
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intarnal control defciencies or bresches to the appropriate’ management level aps
prampl follow-up or coreclive achion.  Sedods deflsiencies and breaches snould be

reporiad to senior managamsnd and the baard.

D4, Segregalion of dities
47. There should be an approprizte segregalion of duties such Ihal staff s not

assigned potentialy confliciing responsibiliies.  Aress of potential conflicts, which are
not addressed, either completely or panisly, by a segregation of duties, should be
- compensated. by, other.forms.of miligating confrols against misconduct and. subjsct. to

carg(ul, independant moniloring.

46,  Assigning potentially confllcting responsizilities to one Individual (for example,
claims processing and paymenlsy provides e opportunlly for that individual person to
misappropriate corpurate asseis by manipulzing records for personal gain, or conceal
[zsspe.  Areas of potential conflict should be jdentiffed, minimized and subject to
independent monitaring.  As far as possible, conflicting dulies within the insurer should
be ssparstad betweon differenl individuals or business unils,  Where this iz notl
praslicabbe, lhere showld be alher miligaling controls o address potential conflicts, and
a gystem for Indepandart and vigllant monitoring must be flermily estzblished and
implamentad. To the extont practicabie, job rotaiion may also be justifed for certain
criticzal activities o craure that incividuais ara net in a position o conceal their activitias

for any extended period of time.

&0, The seqregalion of dulies should al least cover the separalion between:
«  Approval of the distursemenl of funds and the actual disbursement,
« {Operational and internal auditfcompliance functions;
s The execution and recording of investment t-ansactions;
s Tha exacution and custody of fitle dosumentz; and

o  Underwriticg and credil conlrol.
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035 Information systems

0. There should be reliale Infomabon systems in place that cover ail significant
aclivities of the ingurer. These systems, including thoea that haold 2nd uzo data i
electraniz form, must be secured, maintained indepenaeniy and supported by adequate
contingency amangements.  Information systems zhould aiso provide dor the

indepandsnt vasfication of data produced and adenuale awdit trail.

51, Offshore Insrrers shall establish an information systems security policy to protect
the confidentiality, integrity. and ,availability of. the insurer's computerlzed .datzs. ~.in...
addifion, offshore insurers should maintain and regularly review business conlinuity and
contingency plans on an ongoing basis to ensure that they can continue to oporate
“misgion-critical® functionz in the avent of a management informatlon system failure.
Rusiness continuily plans should also be periodically tested 1o ensure their functlonality

in fhe evenl of sn unexpected disaster.

D&, Operational risk limits
2.  Offshore insurers should establish operational risk limits within the risk tolerance

boundaries Celermined by the board for all cora aclivilies of the insurer, Ineluding

uncerwriing, reinsurgnce and imestmeant.

63, Operalional risk limits serve as important intemal condrols 10 contain an cifshore
INsLrer's CXpOSUre to cusiness or market nesks, abuses. profzssional misjudgment or
fraudulent activibes. The beard is ulimately responsible for determining the risk
appalite of the insurer. Within the risk tolerance boundaries sslablished by the board,
the board and senior management should detenmine oparalional isk-taking limits for the

nsurer's core activiies, specifically, underwritirg, relnsurance snd nvestment.

B4, Offshore insurarg shoukd  aslablish their own  ocperational risk limits  for
underwriing fo manage rsks asscciated with accumulation {the concentrafon of rsks

acozsted), inadaguate monitoring of la-ge individual rigks, premivm defaults, oversighis

smiamizaraa
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In securlng he fniscessaly reinsurance arrangements for large risks not covered under

autemalic rainsurance realies ard the collapse or wilhdrawal of reinsurars,

L¥. MNew progucts
23, There should be an established and formal procadure for new product approvals

{both insurance products introduced for saie as well as financial eplions ussd in
investment and reinsurance) and product jeviews from the business, risk management
and internal control ;ETSpEEﬁ‘-ﬂE‘:S. Intemal confrols should be regulary evalualed and
-...agses8ed against changes in the offshore insurers.risk profile reaviting froim a change
i products scld or uscd by the insurer in its actvifes.

B, The introduction of new insurance and financial products, either for sale by the
insurer, ar for use in its imvestment and reinsurance aclivilies, |s essentially a strategic

issue. As such, its implications for the insurer can be enormols from the business as
we!l 25 risk manageme:jt and internal control perspectives.  Therafore, it is imperative
that now products (including dedvatives and aliemative risl fransfer arrangements) be
carchully considered by the appropriate management lovols before they are approved

[ sale or use In Lha insurer's business activities.

E. PUBLIC ACCOUNTABILITY

£1. Unfair pracfices
a7, No offshare Insurer should, Lhder any cincumstance, ongages in any unfalr ar

deceptive acts or practices that prajudios the rights of policy cwners and clzimants or

that jpopardize tho stability of the markat,

58, As custodians of public funds, it Is incumbent ugen offshara insurers to ensure
that thelr dealings with the public are aways corducted fairly. henesty and
professicnally. This cannoi be compromised in anvway as officers of offshone insurars
owie a public duty of frust to the polizy owners and clzimands with whoem they deal. This
cuty regquires tha) offlcers of effshers insurers fake particulzr care to avoid conflicts of



TESIL bl el

18

interest or acticns that consiittte unfair or deceptive practices lo the deiiment of the

Insurer's policy owners and clalmanis.

58.  Every offshore insurer shail conduct itz Business with due diligence and care in
accordance with sound insurance principles pursuant o section 2441 Ja) of the OlA.
insurers are prehibited frem engzding in any vnfair or deceplive acts or canduct that
constitute uafair rede practices, including buet not conflngd o:

» Misreprezsentations through false, deceptive or misleading statements = this
Includes misrepresentaiions as to the terms and. benafits-of. Insurance: solicles
{including dividends and distribulion surpluses), the financial condition of the
meurer and information abolt competitors for the purpose of inducing a palicy
owner to lapse, forfelt or surrender his polioy:

« Entering into any agresment to commit any act of boyeoll, coercion or
intimidadon resulting in a2 markst monopoly of insurance business:

« Making or pemiting any unfalr discriminaiion that is not proserly justified,
between individuals of the same class and equal life axpeststions, in the rates
charged for life insuranca polleles or life arnuitias, in the dividends or other
benefiis payable thereon, arin any other policy term and or condition: and

« Knowingly cormnitting or performing as a general business practice, unfair

clairs selilwnenl prachces.

F. FINANCIAL REPORTING

Fi. Froper records
B0.  Insurezrs should maintain records necassany to explain their Ainancial transactions

and which would enable the praparation: of financial stalements anc the audi and

exarnination of those financial statements.

61, Proper financizl records are essentlal to the preparafion of accurate financial
slatements and the audit process. They also represent an important safeguarcd against
the rizapprepiation of insurance funds, Proper records enable supervisors and person

maspansible for the proper management of the insurs |I‘j||.;|u|_1|'|1!:_| inlernzl auditorz) to
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venty Inat the assets of the insurer ara applied only to meet liakiiles 2nd experses that

are properly attibuteble o the insurance fund,

B2.  Ewvery offshore insurar shall malnlain adeguate and proper records and Bocks of
aceount at is cifice within the Federal Terrtory of Labuan pursuant o section 24(1)(k)
of the OlA and section 110 of the CCA. QOfficers of inzurers shail shserve their stalulory

duly of care and diligence in maintaining proper accounling records.

F2. AMQUALECCOUNTS . s a ' e SN b S
§3.  Annual accounts which are lodged with regulatory auiforities must be auditad by
2 registered auditor independent of the oifshors insurer and must be accompenied by a
directors’ report about the operstions of the insurer and a director's declaration as o
whether Jhe aceounts bave been prepared in accordance with approved accounting
standards, present a true and fair view of the insurar's linancial pasition and whether the

insanzr is sohwent.

G4.  Offshore ineurers shali comply with seciions 16(1) and 19 of the OlA with respect
to the appointment of an externaf auditor and the subrmission of financial stataments to

LOFSA respectively.

F3. Sfatutory reporfing
65. Offshore Insurers shouwld be requised LY law o submic anrual Hazncial

slaternents, duly audited, to the suparvisory auihoriy respensibla for e tinancial
surveillance of the insurer. Interim financial statements should also be submitted to the
supervisory adthority at regular intervals within the insursrs fnanciaf wear, The
- staternents should be of suficent detal to enable the srompt detection of financial
disiress and provide a sound basis for prejecions to be made about s future

operations and long-term viability of the Insurer.

6. Offshoqe Instrers shall comply with sections 19 of the Q& in respect of the

alhmizsinn of Tnancial etatement 10 | OFSA anc Goidaelines on Submiszion of Finanoial



20

Slatements and Stafistical Returns on thsurance Operalions issued by LOFSA on 5
Secembear 1998 in raspecl of other statistical raturna specified oy LOFSA,

67, Insurers should exercise due care and diligencs in ensuring the accuracy of
infanration submitted to superviscry authoritios, Section 24(2) of the OIA prohibits any
offshore insurer from advertising or publishing, in any forrm, informaticn which s untree
or which iz likely to mislead another person In refation o the laws of the Federal
Terrliary of Labuan or that offshore insurer's financial states or insurance or reinsurance

plans or any other matter-in respect.of jls aftshore.insurance business. However, mare 5.

often than not misleading informalion is provided as @ result of negligence or
irresponsibility on the part of ollicers concemed, and not with deliberate ntent to
deceive. Nevertheless, the implicatlons of materially misleading information, whether
fitrnished Intentionally or nol, can be egually damaging for the insurer and its

stakeholders,

F4. Managemenf roporting
63. The board and senior management should recelve regular reports of such

naturs, frequency and detail that provlds & sound basis for decslon-making and cnable
them fo eXfectively monior on an cngoing basis, the Trandal performance and condaition
of the insurer in relation to its corparate objectives and responsislites,

b3, eneral purpose managemant resorts should cover all the key aspects of he
insuress operations and should  contain sufficient delzil so as o provide the
managerment with a sound baziz for assessing the fhsurass Mnancis| performanca and
condiion at any peint In fima, for ldeniifying real and potentlal probiems facing the
insurar and for farmulating appropriate policies ard strategles o achieve the insurers

corporsie chlecthves and fulfll its fiduciary responsibites.,

0. Gpecial ourpose management reports prepared for cecision-mzaking should
coraln only refevant gals (o as rod to cloud the igsue under congideration) and should

incwde redatiee dets (o énable management to appreciate the degres of matenality of

EETRTTRL .
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the [ssuey and comparative dafe e.p. of alfermalive scenarics, compeliors or other

business segmen's within the insurer (o provide a proger perspeciive of the iZgLe),

1. Insurers should endeavour to regort to fhe board on their core activifies at loast
at juarterly intervals, As a general rule, this is sufficlent to ensure that management is
kept abreast of the business and allairs of the insurer. Moré frequent reperts may be
necassary for ceraln actlvities of the insurer which are subject to a-higher degree of
operational andior market risks, or under certain market condiions of volatility which

.render.fhe affairs of the insurer less pradictable, 2 R IR T

Implemantation and Enforcement
72, Offshore neurers are required lo adopt corporate govemarnce practices as
achvocaled in the Frameswork wilh effect from 1 January 2006 1o furher imzrove the

geners| conduet of olishore insurance business in Malayslan [QFC,

| aknean Cffshore Financizl Services Sthariby
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